Jon Robbins

Centralized networks are not very concerned with user
privacy. Luckily there are other options
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Facebook

Twitter
Google+
Flickr

Federated Network
Pump.ie, GNU Secial. Diaspora

Distributed Network
Twister, BitMessage




Facebook
Twitter
Google+
Flickr

o ®

Don't care (or cary very little)
about user privacy

Probably freedom-hating

Little or no control of your own
data

They are making money off of
you (ads, see privacy above)

Node failure affects whole
network (ie fail whale)



* No central servers

Distributed Network

Toister, Bieszace * Impossible to shutdown
entirely

* Privacy-focused

* Everyone runs their own
node




Bitmessage -+ x
File Settings Help
L Inbox “ | send H |-l sent | 42 vour dentities | +) Subscriptions | = AddressBook |~ Blackiist | & Network Status
robb
) Broadcast to everyone who is subscribed to your address
From: | [¥] jrobb first ane v| BM-2cXfajwDHoCYegdYu2083UyBtY1BESZsZN 82 50 121
Posts Following Followers *
To: [BM-2cXfajwDHOCYegdYU2083UyBIV1BESZSZN | | Load from Address bask |
Your message was sentt
Subject: [test
Message: | this is a test |
Top Trends
#news
#blockchain
#ukraine
#ru
#sprotyv_info
#newusers
#dbus
#Htwister
#sunrise
#africa
Send
)

[C=

PosTBOARD

Erkan Yiimazv Mon Jul 21 2014 18:35:31
Wl (names, customer id, address, phone, encrypted

pwd) + asked to #change password . (2/2

Show conversation

Erkan Yiimazs
W 1 year ago: #OVH announced: #security of

internal network in headquarter #compromised + possibility: #D8 w.
European customers copled ...(1/2

Mon jul 21 2014 18:35:30

Expand

Erkan Yilmazv
none the #melody echoes far...is it known who
can hear it in this #twister land?

Mon Jul 21 2014 18:34:17

Show conversation

BBC World News

Ukraine rebels hand over black boxes
http/bbein/WsXBQV #news #europe Eastern Ukraine rebels have
handed over two MH17 black box flight r...

Mon Jul 21 2014 18:34:03

Expand

BBC World News
Body of S Korea ferry boss ‘found" http//bbein
/1pxch9U #news #asia Police in South Korea believe thev have found the

Mon Jul 21 2014 18:26:03

Compile and run your own 'node' locally on your machine

* These examples both use the BitCoin protocol

* BM is very similar to encrypted email
* Twister is like a distributed twitter

BitMessage uses BitTorrent for propagation-- here's how

3

Who to Follow . Refresh . view All
board

ew
Followed by Wilbert Stoopendaal

Follow
ry freddy

i Followed by Shevek
Follow


http://twister.net.co/
https://bitmessage.org/
https://en.bitcoin.it/wiki/Protocol_specification
http://arxiv.org/abs/1312.7152

Federated Network
Pump.io, GNU Sacial, Diaspora

Y

Privacy-focused
Run your own node
Or join a public one!
Free Software

Single node failure does not
affect whole network

Pump.io, GNU Social, Diasp
ora, Friendica, Tent


http://pump.io/
https://en.wikipedia.org/wiki/GNU_Social
http://joindiaspora.com/
http://joindiaspora.com/
https://en.wikipedia.org/wiki/Friendica
https://tent.io/

Timeline

peeddefrost

CERE—) &

Anyone remember THIS? hitp://micro.fragdev.com/url/58819 It's all

starting to make sense.
Expand

Timeline
Mentions
Favorites
Public Timeline

The whole known network

PUBLIC

LIC

GROUPS

RECENTTAGS

POPULAR

DIRECTORY

vegos Gveqos

3 Requeeted by McSc
Exp

peeddefrost

32m

Cat Content: hitps://witter.com/glrshbs/status/490177709872807938
cx

... that the Spanish air contraller's Twitter account, who

was tweeting about the MH17 ..
Exy

1NxW48 (fresh) Cineas » @115

36m

@x11r5 Was your gilfriend #Sandie really the supreme leader of
North Korea? Bow in obeisance and she may let you live.

Exp

Public timeline

o

MH17 Yeah,

about 34 minutes ago fromweb.

sp dd fr st
Some asshole snapped off every single one of our poppies by our front
door. #fuckingangry #fuckhumanity

about 49 minutesago fromweb.

c Bishnois are fond

i I Here,a
Bishnoi man in Jodhpur prepares amal at home. # https:/indyim
Airl/5761546

about 32minutes ago

SITE NOTICE

1snowshiny again.
Askfor your Micro. Fragdev.com invite!

TRENDING TOPICS
coffee comedy
commonwealth

guffaw gyo
hebrideslegion

ride minecraft
morse tuxjam tv

POPULAR NOTICES

X11RS
g v #tzaf and goonight to i . the X11RS .
sweeps, and the gf was the supremeleader of north korea? e
1353 G
about 2daysago
v McScxlikes this.
Luke Siater
Inxwa (fresh) Roses arered, mosquitos areel,
@x11r5 Was your of

about 43 minutes ago

cmhobbs.
Good morning and !tzag, !fediverse! Time for some !coffee, then out the.
door.

about 11 hours ago fromstatus liberni.net

bought anewlaptop. installed
 and everything worked out-of-
the-box. #thetimestheyareachangin
about 2daysago

Andrew Conway
Theaueen's batonrelavfor the

Formerly StatusNet

Runs on standard LAMP
stack

Written in PHP

Can consume a lot (>2GB) of
RAM without
MySQL/MariaDB tweaking

Free Software! (affero GPLV3+)

Public nodes include:
guitter.se
micro.fragdev.com


https://en.wikipedia.org/wiki/GNU_Social
https://quitter.se/
https://micro.fragdev.com/

5 2 F

Written in Javascript/Coffeescript to
run with nodejs

Uses Databank module (mongoDB,
Redis, etc)

Runs well with ~1GB or > RAM

Can run on a Raspberry Pi! (HPR #133
8) ...Sortof

Focus on Developer-friendly API
(allows for 3rd party clients, bridges to other
networks, web services, games, etc)

Still early in development
Free Software! (Apache License 2.0)


https://en.wikipedia.org/wiki/Pump.io
https://en.wikipedia.org/wiki/Node.js
http://jrobb.org/raspberry-pi-pump-server.html
http://hackerpublicradio.org/eps.php?id=1338
http://hackerpublicradio.org/eps.php?id=1338
http://jrobb.org/raspi-pump.html

DIASPORA*
The Commur Distributed Social-network|

Written in Ruby on Rails

Uses
MySQL/MariaDB/PostgresS
QL backend

Requires >= 1GB RAM
Ton of dependencies?
Stable once installed


https://en.wikipedia.org/wiki/Diaspora_(social_network)

* With a good open standard, * GNU MediaGoblin is working

can allow for interropability on federation using the
with other networks (ie. pump.io API
Friendica can communicate to/from
GNU Social via OStatus) * If more networks adopt a

* More flexibility with 3rd party solid API that uses a good
clients (pump.io has a few) open standard, it would be

+ Attracts developers — who possible for more networks to

wants to use a complicated communicate. This would
API? provide true federation.


https://en.wikipedia.org/wiki/OStatus
https://github.com/e14n/pump.io/wiki/Clients

* Mumble

* GNU Mediagoblin--a FOSS replacement for Flickr or Youtube
(and is easily self-hosted)

* Owncloud--FOSS dropbox replacement that is easily self-
hosted (and is one of my favorite applications)

* Ejabberd XMPP server
* Hastebin — paste bin
* Minecraft (sometimes)

* Some of these | run on a
$5/month VPS, others from my
home


https://en.wikipedia.org/wiki/Mumble_(software)
http://mediagoblin.org/
http://owncloud.org/
https://en.wikipedia.org/wiki/Ejabberd
http://hastebin.com/about.md

Questions?



 Pump.io . Jrobb@1io0.jrobb.org

* GNU Social : jrobb@quitter.se

* Diaspora . [robb@diasp.org

e Twister . @jrobb

* BitMessage : BM-2cXfajwDHoCYegdYu2083Uy8tY1BESzszN
 Google+ . +JonathanRobbinsNC

* Emall : GPG key OxF69ABO8C


http://jrobb.org/contact/
https://io.jrobb.org/jrobb
https://quitter.se/jrobb
https://diasp.org/u/jrobb
https://plus.google.com/+JonathanRobbinsNC

* Wikipedia is amazing!
* However...

We don't really talk about it much,
but the sum of human knowledge
under one org, no matter how
responsible, has many of the same
Issues that the other centralized
networks have. That is a hard nut to
crack, but something to get folks
thinking about.

— quote from maiki


https://pump.jpope.org/maiki/comment/IoUNvayuQ_G3jria1hkRlw

The content of this file (images/text/etc) Is free to
modify/use/whatever under CC BY-SA 3.0

Raw files can be found here


http://creativecommons.org/licenses/by-sa/3.0/
http://pub.jrobb.org/triadlug/20140722_social_networking/
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